«YTBEPXJIAIO»

['naBHBIN Bpay

roCy1apCTBEHHOI'0 OKOKETHOIO
YUPEXKIEHHUS 3paBOOXPaHEHHS
Spocnasckoit 06ngcTu «I"opoackas
6onbauIa Ne2 wid. H.U. [Tuporosa»

M.IO. lIBeTkOB
« 1A %&/ 2012—1‘.

Cocras u cozepikaHue OpPraHU3alHOHHbBIX U TEXHUIECKHX Mep
1o obecneyeHHIo 6e30MacHOCTH IIEPCOHANBHBIX JaHHBIX
np¥ ux 06paboTke B MHPOPMALMOHHBIX CHCTEMAX NMEPCOHATBHBIX JAHHBIX
rOCYapCTBEHHOTO OIOKETHOTO YUPEKASHHUS 3APaBOOXPAHEHUS
SApocnasckoii obmactu
«'oponckas 6onbHuna Ne 2 um. H.W. IMuporosa»

I. OO0mHe nNoJI0KeHUs!

Hacrosimit noxyMeHT paspaboTaH B COOTBETCTBHH C 4acThio 4 cratbu 19 MenepansHOro 3a-
koHa ot 27 mrons 2006 r. Ne 152-®3 «O mepcoHaIbHBIX JaHHBIX» W YCTaHABIMBAET COCTAB U
COZIep)KaHHe OpPraHW3aIl[HOHHBIX H TEXHHYECKUX Mep 1o obecnedeHuIo 6€30MacHOCTH MepCo-
HaJIbHBIX JaHHBIX NIPH X 00paboTke B HHYOPMAIIMOHHBIX CHCTEMAaX MEPCOHANBHEIX JaHHBIX
(manee - Mephl 10 0becnieueHHIO G€30IaCHOCTH IEPCOHANBHBIX JaHHBIX) Hcxos u3 TpeGopa-
HHH K 3alMTE IEPCOHANBHBIX JaHHBIX IPH UX 00paboTke B HHPOPMALMOHHBIX CHCTEMAX Iep-
COHAJIbHBIX JAHHBIX IOCYJapCTBEHHOIO OIODKETHOIO YUpEKIACHHs 3apaBooxpaHeHHs SIpo-
cnaBckoi obnactu «I'opoackas 6omeruia Ne 2 um. H.U. [Tuporosa» kak Onepatopa o obpa-
60TKe mepcoHaNbHBIX JaHHBIX (naynee Omeparop), yTBEpKIACHHBIX MOCTaHOBIEHHEM [IpaBu-
TesnbeTBa Poceuiickoit @eneparuu ot 1 HosOps 2012 1. Ne 1119.

Meps! o obecneyeHuIo 6€30MacCHOCTH NEPCOHANTBHBIX JAHHBIX TPUHHUMAIOTCS IS 3a-
IIMTHI IEPCOHAIBHBIX JAHHBIX OT HEIIPABOMEPHOT'O MJIU CIIy4alHOTO OCTYIAa K HUM, YHHYTO-
JKECHHUs, H3MEHEHHUs, OJIOKMPOBaHUs, KOMMUPOBAHUS, IPEIOCTABICHHUS, PACIIPOCTPAHEHHS TIep-
COHQJIBHBIX JAHHBIX, & TAKXKE OT HHBIX HENTPABOMEPHBIX ACWCTBUI B OTHOIICHHH MTE€PCOHAIb-
HBIX JAHHBIX.
be3onacHOCTh EPCOHANBHBIX JaHHBIX NPH UX 00paboTke B HHPOPMAIIHOHHON CHCTEME NEp-
COHAJIBHBIX JaHHBIX (Hayee - uHpopmanuonnas cucrema, UCI1/IH) o6ecnieunBaer OnepaTop
WJIH JIMLO, OCYIIEeCTBIsIomee 00paboTKy MepCOHANbHBIX JaHHBIX O nopydeHuro Oneparopa
B COOTBETCTBHH C 3aKOHOAaTeNbcTBOM Poccuiickoit deneparuu.

J1ist BeIIOSTHEHHS paboT 1o obecneyeHnio 6e30MacHOCTH NEPCOHAIBHBIX JaHHBIX IIPU
ux 06paboTke B HHPOPMAIIMOHHON CHCTEME B COOTBETCTBHH C 3aKOHOJATENLCTBOM Poccuii-
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ckoit Defiepalun MOTYT MIPUBJIEKATHCS HA JOTOBOPHON OCHOBE IOPHIMUECKOE JIAIIO WM MH-
AMBHUIYalbHEIA [IPeINPUHUMATEND, HMEIOLINE JIMIEH3UIO Ha AEATEIFHOCTD 110 TEXHUYECKOH
3aIMTe KOHQUASHIMATBHON HHOPMALH.

3. Mepsl no obecneueHnI0 6€30MacCHOCTH NEPCOHATBHBIX JTAaHHBIX peanm3yroTCs B paMKax CH-
CTCMBI 3alIUThI IEPCOHATBHBIX JAHHBIX, CO3JIaHHON B COOTBETCTBHH ¢ TpeGOBaHUSIMH K 3a-
IUTE [EPCOHATILHBIX JaHHBIX IIPU UX 00paboTKe B MHPOPMALKMOHHBIX CHCTEMAX MEPCOHAIb-
HBIX TAHHBIX, YTBEPXKJICHHBIMY NTOCTaHOB/IeHHEM [IpaBuTenscTBa Poccuiickoii ®eneparuu ot
1 HOst6pst 2012 r. Ne1119, 1 HanpaBieHBI Ha HEHTPATU3ALMIO AKTYATbHBIX yrpo3 6e3omnacHo-
CTH NEPCOHATBHBIX JTAHHBIX.

4. Ouenka 3 GeKTHBHOCTH peallH30BaHHBIX B pAMKaX CHCTEMBI 3allHThI IIEPCOHAIBHBIX JAHHBIX
Mep M0 obecnieyennto 6€30IaCHOCTH MEPCOHAIBHBIX JAaHHBIX TIPOBOIUTCS OIIEPATOPOM CaMO-
CTOSITEJIbHO WIIM C IPUBJICYCHHEM Ha JOTOBOPHOM OCHOBE FOPHAMYECKHX JIUII U UHIWBHIYaIb-
HBIX NpeANpUHUMATENIEH, MMEIOIIMX JIMLEH3UIO Ha OCYIIECTBIIEHUE JEATEIHHOCTH 110 TEXHHU-
YECKO# 3aluTe KOHGUACHIHATbHOM HHbOopMaLH. YKa3aHHAas OLEHKA IPOBOIUTCS HE PEXe
OJIHOTO pa3a B 3 roja.

II.  Cocras u cogep:xkanune Mep no obecneyeHuo 6e30NaCHOCTH Nepco-
HAJIbHBIX JaHHBIX

5. Oneparop npu 06paboTKe NePCOHATBHBIX JaHHBIX IPUHUMAET BCE HEOOXOIMMBIE TTPABOBEIE,
OpraHM3allMOHHBIC U TEXHHYECKHE MEPHI JUIA MX 3alUTHl OT HEIIPABOMEPHOI0 WJIH CIIyYaid-
HOTO JOCTYIa, YHHYTOXEHHMS, M3MEHEHHUs, OJIOKUPOBAHUS, KOMMPOBAHUS, MPEIOCTABIIEHNUS,
pacrpoCTpaHeHHUs, & TAKXKE OT MHBIX HENPAaBOMEPHBIX IEHCTBHI B OTHOIIECHUH IIEPCOHATBHBIX
JAaHHBIX.

6. OpranusanuorHble Mepsl Oneparopa obecriedeHust 6e30MaCHOCTH NEPCOHATBHBIX JaHHbIX:

- Ha3HAYEHHE IPUKa30M OTBETCTBEHHBIX JIMI[ 32 OpraHHU3alMI0 00paboTKU MePCOHATBHBIX
JaHHBIX, PYKOBOJCTBO BBHINIOJIHEHHEM pabOT IO KOMIUIEKCHOM 3aluTe HHGOpPMAIWH,
obecnieyeHre >(QGHEKTUBHOTO NPUMEHEHHS HMEIOIUXCS OPraHM3alHOHHBIX U HHXKE-
HEPHO-TEXHHUYECKHX MEp II0 3aIuTe HHPOpMaIMy, 0O0ecreYeHne KOHTPOJISA 3@ BBINIOJIHE-
HHEeM TpeOOBaHWN HOPMAaTHBHO-TEXHHYECKOM NOKyMEHTAIllMH, 3a COOJIIOJEHHEM yCTa-
HOBJICHHOI'O TOps/iKa BBIOJIHEHHs paboT, a TakkKe NEHCTBYIOIIET0 3aKOHOJATeIhCTBa
IIPY PEIICHUH BOIPOCOB, KAacCalOMIMXCS 3allMThl MHOOpMAIWMH W KOOPAWHALMH Jesi-
TEeJIbHOCTH TO/Ipa3/ielIeHuH 1o 3amuTe HHGOpMaLUu;

- YCTaHOBKa Nepe4Hs JODKHOCTHBIX IpyHn (JIML), OCYIIECTBISIOIIUX 00paboTKy mepco-
HaJIbHBIX JaHHBIX TMO0 UMEIOIUX K HUM IOCTYII;

- ofecrneueHue pa3JebHOIO XpaHEHHUsS IEPCOHAIBHBIX JaHHBIX (MaTepHAIbHBIX HOCHTE-
nei), 00paboTka KOTOPBIX OCYIIECTBISETCS B Pa3IMYHBIX LIEIIAX;

- OrpaHMYEHHE JOCTYIIA JIUI B IIOMEIIEHHS, B KOTOPBIX BeAETCs paboTa ¢ NEPCOHATbHBIMH
JTaHHBIMHU, 0OeclieYeHre COXPAaHHOCTH HOCHTENEH MepCOHAIBHBIX JaHHBIX H CPEJCTB 3a-
IIUTH UHPOPMAIMH, HCKIIIOYEHHE BO3MOXKHOCTH HEKOHTPOJIHPYEMOIO IPOHUKHOBEHHS
YTH NIpeObIBaHMS B 3TUX NOMEIIEHUAX IOCTOPOHHHUX JIMIL;

- O03HaKOMJICHHE COTPYAHHKOB, HEIMOCPEACTBEHHO OCYMIECTBISIOMMX 00paboTKy mepco-
HAJIbHBIX JaHHBIX, C MOJIOKEHUSIMH 3aKoHOAaTenbeTBa Poccuiickoi @enepanuu o nepco-
HAJIBHBIX JAHHBIX, B TOM YHCJIe ¢ TpeOOBaHMSMHU K 3allMTE NEPCOHAIBHBIX JaHHBIX, JIO-
KaJbHBIMM aKTaMM B OTHOIIEHHH 00pabOTKH MEPCOHATBHBIX JAaHHBIX, H (M) 00ydeHHEM
yYKa3aHHBIX COTPYIHHKOB.

- y4YeT MallMHHBIX HOCHTEJEH epCOHAIBHBIX JaHHbIX.

7. B cocraB TEXHMUYECKHX Mep MO obecredyeHuIo 6€30NacHOCTH NEPCOHANIBHBIX JaHHBIX, peallu-
3yeMBbIX B paMKaxX CHCTEMBI 3alIUThI IEPCOHAIBHBIX JaHHBIX BXOMIAT:
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- uaeHTUUKAIUS ¥ ayTeHTH(UKAIUS COTPYTHUKOB U OOBEKTOB JIOCTYIIA;

- ynpaBleHHE JOCTYIIOM COTPYAHHUKOB K 00BEKTaM JOCTyIa;

- 3allUTa MalIMHHBIX HOCUTENEH HHPOpPMALIMU, Ha KOTOPBIX XpaHATCs U (Wiu) oOpaba-
TBHIBAIOTCS IEPCOHATIBHBIE JaHHBIC (J1ajiee - MAIIUHHBIE HOCUTENH EPCOHATTBHBIX JaH-
HBIX);

- peructpanus coObITHI 6€30MacHOCTH;

- aHTHBHpYCHas 3allUTa;

- NPeJOTBpALICHUE BTOPIKEHHIA;

- KOHTPOJIb ¥ aHAJIN3 3aIIUIICHHOCTH NePCOHAIBHBIX JaHHBIX;

- obecneyeHue ETOCTHOCTH HHGOPMAIIHOHHON CHCTEMBI H MIEPCOHATBHBIX TaHHBIX

- ofecneyeHHe JOCTYITHOCTH NEPCOHATBHBIX JaHHBIX;

- 3alUTa TEXHUYECKUX CPE/ICTB;

- 3amuTa HHGOPMAIMOHHON CHCTEMBI, €€ CPEICTB, CUCTEM CBSI3U U MEpeIayu JaHHbIX:

- BBIABIICHHE WHIIMACHTOB (OJHOTO COOBITHSI WJIM TPYNIbl COOBITHII), KOTOPBIE MOTYT
IPUBECTH K COOSIM HJIM HapyIICHUIO GYHKIMOHUPOBAHUS HHPOPMALIMOHHOH CHCTEMBI
¥ (UIH) K BOSHUKHOBEHHUIO Yrpo3 0€30IaCHOCTH NEPCOHAIBHBIX AAHHBIX (Jasee - HH-
IIU/IEHTHI), ¥ pearipOBaHUE HA HUX;

- ymnpaBieHHe KOHQHUrypanued HHPOPMALMOHHON CHCTEMBI U CUCTEMBI 3aLUTHI IIEPCO-
HAJIBHBIX JAHHBIX.

8. CocraB u conepxanue mep Onepatopa mo obecrneyeHuIo 6€30IacHOCTH NEPCOHATBHBIX J1aH-
HBIX, IPUBEIEHBI B TabmwmIIe:

Ne | Mepsl o 3amuTte HHGOpMAITHH
n/n

| | UnenTudukamys ¥ ayTeHTHQHKALM 0Ib30BaTeIeH

5 VYnpasnenue uaeHTUGUKATOPAMHU, B TOM YHCJIE CO3/IaHHE, IPUCBOCHHUE, YHUYTOKEHHUE UIICH-
TH(PHUKATOPOB

WnenTudukamnus U ayTeHTH(GHUKALUS 0Ib30BaTeNeH, He SBIISIOLIMXCS pabOTHUKAaMH Ollepa-
TOpa (BHEUIHWX MOJb30BaTeleil). YIpaBieHHe (3aBeJICHHE, aKTHBallMs, OJIOKHpPOBAHHE H
YHHUYTOXKCHHE) YUETHBIMH 3aIIUCSIMU NT0JIb30BATEIIEH, B TOM YHMCJIE BHEIIHKUX M10JIb30BATEIICH

(U8

4 | Peaynm3anus npaBuiI pa3rpaHUYeHHUs JOCTyIa

5 Pasjienenue noIHOMOYHH (pOJieit) MoIb30BaTelNeH, aAIMUHHCTPATOPOB H JIHILI, 00eCIIeunBar0-
muX GYHKIHOHHPOBaHHE HHPOPMALMOHHON CHCTEMBI

Ha3naueHne MUHUMAIHEHO HEOOXOAUMBIX IIpaB 1 IIpI/IBI/IJIeI‘PIi;I I10JIB30BATECIIsIM, aIMHUHUCTPA-

¢ TOpaM M JiunaM, 00ecrieurBaoUM (yHKIIHOHHPOBaHHE HHPOPMAIIHOHHOH CHCTEMBI

7 OrpaHuYeHre HEYCIEIHbIX MONBITOK BX0Ja B HHPOPMAMOHHYIO CHCTEMY (IOCTyNa K HH-
(bOopMaIMOHHOM CHCTEME)

3 OmnoBelIeHre MOJIB30BaTeNs MOCJe YCIEIHOro BXoJa B HHPOPMALHOHHYIO CHCTEMY O €T0

TpeabIIyIIEeM BX0/ie B HHYOPMAIIMOHHYIO CHCTEMY

9 BiiokupoBaH#e ceaHca I0CTyna B HHYOPMAIIMOHHYIO CHCTEMY IIOCIIE YCTaHOBJICHHOTO Bpe-
MeHH Oe31eicTBHS (HEaKTHBHOCTH) MOJIB30BATENs MIIH 10 €r0 3alpocy

Paspemenue (3ampeT) AeHCTBHH MOJB30BATeNeH, pa3pelleHHBIX A0 HIACHTHOUKALMH H

10
ayTeHTH(UKaIUU

1 Peanu3aiys 3alMIIEHHOrO yAAJIEHHOrO A0CTyna CyObeKTOB JOCTyNa K 00beKTaMm I0CTyma
yepe3 BHELIHHE HH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHbIC CETH

12 PeriaMeHTAaIMs  KOHTPOJIb CHIOJB30BaHKs B HHOPMAIIHOHHOM CHCTEME TEXHOJIOTHIA Oec-
IPOBOIHOIO JAOCTyNa

13 PernaMeHTaIys ¥ KOHTPOIb HCMOIb30BaH!s B HHPOPMAIIMOHHOM CHCTEME MOOMIIBHBIX TEX-

HHAYECCKHUX CPELACTB
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14 YnpasieHnue B3aMMOIECHCTBHEM C HH(POPMAIHOHHBIMU CHCTEMAaMU CTOPOHHMX OpraHM3aIlMii
(BHEIIHUE HHPOPMALIMOHHBIE CHCTEMBI)
VYHHYTOXKEHHE (CTHPAaHHE) WIH 00€3THYMBaHKE IEPCOHAIBHBIX JAHHBIX HA MAIIHHHBIX HO-

15 | curensx mpu ux nepeaade Mex Iy MOJIb30BATEIAMH, B CTOPOHHHE OPTaHHU3AIMH ISl PEMOHTA
WU YTUJIM3ALUHM, & TAK)KE KOHTPOJIb YHUUTOXKEHHUS (CTHPAHUS ) WK 00€3/IMYMBaHUS

16 | Onpenenenne coObITHI 6€30IaCHOCTH, MOIEKAIIUX PETHCTPAIMH, K CPOKOB MX XPAHEHHUS

17 Omnpenenenre cocraBa U coiepXaHus HHOOPMALMH O COOBITHAX 6E30MAaCHOCTH, IOJUIEKA-
IIMX PETUCTPAIHH

18 C6op, 3amich U XxpaHeHHe HHYOPMAILHH O COOBITHAX 6E30MaCHOCTH B TEYEHHE YCTAHOBIICH-
HOI'0 BPEMEHH XpaHEeHHS

19 | 3ammra uHpopManmu 0 COGBITUIX 6E30MaCHOCTH

20 | Peanu3anusi aHTUBHPYCHOM 3allMTHI

21 | O6HoBnEHHE Ga3bl JaHHBIX IPU3HAKOB BPEJOHOCHBIX KOMIBIOTEPHBIX IPOrpaMm (BHPYCOB)

2 BrisBrnenue, aHamu3 yaanMocrefI HH()OPMaAIMOHHON CHCTEMBI ¥ ONIEPAaTHBHOE YCTPaHEHHUE
BHOBb BBISIBIIEHHBIX YSI3BHUMOCTEH

73 KoHTpoib ycTaHOBKM OGHOBIIEHHH HpPOrpaMMHOTO OOeCledeHHs, BKIHOYas OOHOBIEHHE
IIPOrpaMMHOr0 00ecreYeHus CPEeCTB 3aIIUThl HHPOPMAIHH

24 KoHTpoiib paboTOCIIOCOOHOCTH, TapaMeTPOB HACTPOMKH U MPABHIBHOCTH (PYHKIIHOHHPOBA-
HHS IPOrPaMMHOT0 00€CIeUeHHsI U CPEICTB 3alMThl HHGOpMAIHH

75 KoHTpois cocTaBa TEXHUYECKUX CPEACTB, IPOTPAMMHOI0 00ECIIEYEHUS] U CPEJICTB 3aIMUTHI
UHGOpMALUH
Wnentudukanus u ayreHTH(QUKAIUA CyOBEKTOB AOCTYIAa H OOBEKTOB JOCTYIA B BUPTYallb-

26 | HO¥M MHQPACTPYKTYpe, B TOM YHCIIE aJMUHUCTPATOPOB YIIPABICHHS CPEACTBAMH BHPTYaIIH-
3allu|

27 VYnpaBieHue A0CTyIIoM CyOBEKTOB J0CTyna K 0OBbEKTaM JOCTyNa B BHPTyalbHOH HH(ppa-
CTPYKTYpE, B TOM YHCJI€ BHYTPH BUPTYaIbHBIX MAlluiH

28 | Peructpanus coObITHI 6€301aCHOCTH B BUPTYaIbHON HH(PACTPYKType

29 | Peanu3anus ¥ ynpaBiieHHE aHTHBHPYCHOM 3alIUTON B BUPTYyaIbHOM HHMPACTPYKType
KonTpons u ynpaBienue Gpu3nyeckuM JOCTYIIOM K TEXHHYECKUM CPEJICTBAM, CpPEICTBaM 3a-
HIUTHI HHpOpMaIKH, cpeacTBaM obecnieueHus: QYHKIIMOHHUPOBAHHUS, @ TAK)KE B MOMELICHUS

30 | ¥ COOPYXEHHS, B KOTOPBIX OHH yCTAHOBJICHEI, HCKIFOHAIOIIHE HECAHKIIHOHUPOBAHHBIH (u-
3WYECKH# TOCTYII K cpeacTBaM 00paboTKu HHPOPMAIIHH, CPEICTBAM 3alUThl HH(POPMALIUH
U cpezicTBaM obecrieueHus QyHKIIHOHUPOBaHHUS HH(POPMALIMOHHON CHCTEMBI, B IOMEILICHHS
¥ COOPYIKEHHUS], B KOTOPBIX OHU YCTAHOBJIEHBI

31 Pazmemenue ychpoﬁCTB BbIBOZIa (O0TOOpaXkeHHs) HH(pOpMaIUK, HCKIIOYAIOIIEe €€ HECaHK-
IIHOHHPOBAHHBIA TPOCMOTP
Ob6ecnieuenre 3aIIUTHI TEPCOHATBHBIX JAHHBIX OT PAaCKPBITHA, MOIU(GHUKAIIMA U HaBsA3bIBa-

3y | HEA (BBOJA JI0KHOM HHPOpMAIUK) NIPH €€ nepeade (IOArOTOBKE K Iepeade) o KaHaaaM
CBSI34, MMEIOIIMM BBIXOJI 3a Mpeesibl KOHTPOJIUPYEMOH 30HbI, B TOM YHCIe GECIIPOBOIHBIM
KaHajlaM CBSI3H

33 | 3ammTa GecipoBOIHBIX COSAUHEHHUH, IPUMEHAEMBIX B HHOOPMALIMOHHON CHCTEME

34 OrnpeienieHye JUIl, KOTOPHIM pa3pelleHbl AeHCTBUS 0 BHECEHHIO H3MEHEHUH B KOH(uUrypa-
IIHIO HHGOPMAIIMOHHON CHCTEMBI M CHCTEMBI 3alMThI IEPCOHANBHBIX JIaHHBIX

35 VYiupasieHue u3MEHEHUSIMHE KOHGUTypaluy HHPOPMALMOHHON CHCTEMBI M CHCTEMBI 3aLIIATHI
NEepCOHATIBHBIX JaHHBIX
AHaJIN3 IOTEHIIMAIBLHOIO BO3AEHCTBYS IUIAHUPYEMbBIX H3MEHEHUH B KOHGHUTypanuu uH(Op-
MAaIlMOHHON CHCTEMBI ¥ CHCTEMBI 3AIMTHI IEPCOHAIBHBIX JAHHBIX HA 00ECIIEUEHHE 3AIUTHI

36 | mepcoHaNBHBIX JAHHBIX M COITIACOBAaHHE W3MEHEHHH B KOHQHIypaluy HWHGOpMAIlHOHHOHU
CHCTEMBI ¢ JOJDKHOCTHBIM JIMIIOM (paGOTHHKOM), OTBETCTBEHHBIM 3a obecneuenue Gezonac-
HOCTH NEPCOHAIBHBIX JaHHBIX
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JloxyMeHTApOBaHKE HHPOPMALUH (maHHBIX) 00 H3MEHEHUAX B KOH(HUrypauuy HHGopMaIu-

37 2
\7 OHHOM CHCTEMBI ¥ CUCTEMBI 3aIIUTHI IEPCOHATBHBIX JAHHBIX

-

9

10.

11.

12.

13.

14.

13

16.

17

Mepbi 110 WIeHTHGUKALNN K ayTEHTAYHUKAIMM COTPYAHHKOB H 00OBEKTOB JI0CTyNa 00ecedn-
BAIOT PUCBOEHKE COTPYAHMKAM U 00BEKTaM JOCTyIa YHUKAILHOIO npu3HaKa (AaeHTHuUKa-
TOpa), CPABHEHHE IIPEIBABISIEMOr0 COTPYAHUKOM ueHTH(HUKATOpa C MEPEYHEM IPUCBOCH-
HBIX WICHTHOHUKATOPOB, a TAKXKE NPOBEPKY MPHHAIEKHOCTH COTPYHUKY [PebABIECHHOTO
UM uaeHTH(UKaTOpa (IOATBEPKICHHE [OJUTMHHOCTH).

MepLI 10 YIIpaBJICHUIO JOCTYIIOM COTPYJAHHMKOB K 00BeKTam JocTymna oOecrieynBaroOT yIpas-
JIEHHUE ITpaBaMu U IIPUBUJICTUSIMH COTPYIHHUKOB, pa3rpaHu4cHHC JOCTyIa COTPYAHHUKOB K 00b-
€KTaM JOCTyIla Ha OCHOBC COBOKYITHOCTH YCTaHOBJICHHBIX B HH(I)OpMaHHOHHOﬁ CHUCTEME IIpa-
BUJI pa3rpaHu4dCHUs JOCTYyIIa, a TaKkKe obecrieunBarOT KOHTPOJIb 3a COOJIIOICHUEM ITHX IIpa-
BHIJIL.

MepsI O OTPaHMYEHHIO MPOrPAMMHOHN CPE/IbI o6ecreunBaloT yCTaHOBKY M (MJIM) 3allycK
TOJBKO Pa3pPEIIEHHOTO K HCIIOJIB30BaHMIO B uH(MOPMAIMOHHOH CHCTEME TPOrPaMMHOT0 00ec-
IeYeHMs WA MCKTIOYAIOT BO3MOXKHOCTH YCTAQHOBKH M (WJIM) 3allyCKa 3allpeIleHHOro K Mc-
[10JIb30BAHHUIO B HHPOPMAIIMOHHOM CHCTEME IIPOrPaAMMHOTO obecre4eHHs.

MepsI 110 3alUTe MAIIHHHBIX HOCHTENEH NEPCOHATBHBIX TaHHBIX (cpenctB 06paboTKH (Xpa-
HEHHUS) TIEPCOHATBHBIX NaHHBIX, ChEMHBIX MAlIAHHBIX HOCHTEJNeH TePCOHAIBHBIX JaHHBIX)
HCKIIFOUAIOT BO3MOKHOCT HECAaHKIIMOHMPOBAHHOTO OCTYIA K MAIIMHHBIM HOCHTE/IAM H Xpa-
HSIEMCS HA HUX [EPCOHATBHBIM JAHHBIM, a TAKkKe HECAHKIMOHUPOBAHHOE HCTIOJIB30BAHNE
CBHEMHBIX MAITMHHBIX HOCHUTENIEH EPCOHATBHBIX TaHHBIX.

Mepsl 110 perucTpaniy coobITHi 6€30MaCHOCTH obecneunBaioT cOop, 3alUCh, XpPaHCHHUE U 3a-
Ty HHGOPMALUHK O COOBITHIX OGE30IacHOCTH B MH(OPMALMOHHON CHCTEME, a TaKKe BO3-
MO’KHOCTB IPOCMOTpA ¥ aHaIH3a HH(HOPMAIHK O TaKKX COOBITUSIX U pearupoBaHKe Ha HUX.

Mepsl IO aHTMBHPYCHO# 3aIlUTe 00eCIeYHBAIOT o6HapykeHue B HHQOPMAIMOHHON CUCTEME
KOMIIBIOTEPHBIX IPOTPaMM JIHGO WHOH KOMIIBIOTEPHOH HHGMOPMALKH, IPETHA3HAYCHHOH Ui
HECAHKI[MOHAPOBAHHOTO YHUYTOXEHHS, OIOKMPOBAHMUL, MoaH(HUKAIIMHE, KOIUPOBAHUS KOM-
IBIOTEpHOM MH(MOPMALIMH MM HEUTPAIH3allii CPECTB 3allHThI nHGOPMALIUH, a TAKKE pea-
THpoBaHUe Ha OOHAPYKEHHUE ITHX POrpaMMm K uHpopMaLMH.

Mepsl 10 0OHAPYKEHUIO (TIpeaOTBPAIIEHHIO) BTOP)KEHHH obecrieynBarOT OOHAPYKEHUE K-
CTBUH B MH(POPMAIIMOHHON CHCTEME, HAIPABJICHHBIX HA HECAHKLIMOHMPOBAHHBIH JIOCTYTI K HH-
dopmanuy, crienuaTbHble BO3ICHCTBHA Ha MH(OPMAIMOHHYIO CHCTEMY M (HIIH) HEpPCOHAD-
Hble JaHHBIE B LENAX JOOBBaHMS, YHUUTOXKCHHS, HCKOKCHUA U GIOKMPOBaHHS IOCTYIIa K IIEP-
COHAIBHBIM JaHHBIM, @ TAKXKE PearnpOBaHHUE Ha 3TH JCHCTBHUS.

Mepbl 10 KOHTPOJIO (aHANK3Y) 3aUIMIICHHOCTH NEPCOHANBHBIX TAHHBIX 00ecreynBaloT KOH-
TPOIb YPOBHS 3AIMIIEHHOCTH NEPCOHANBHBIX NaHHBIX, 06pabaThiBacMbIX B HH(POPMAIHOH-
HOM CHCTEMe, IIyTeM TPOBEICHHs CHCTEMAaTHICCKIX MepONPUATH M0 aHATU3Y 3aIIUILEHHO-
cti MHQOPMAIMOHHOM CHCTEMBI H TECTMPOBAHUIO paboTOCIIOCOOHOCTH CHCTEMBI 3AlATHI
IIEPCOHATBHBIX JaHHBIX.

Mepbl o 0DeCIeUeHUIO LIEJOCTHOCTH I/IH(l)OpMaI_II/IOHHOfI CHUCTEMBI ¥ IEPCOHATIbHBIX JaHHBIX
00ecIeunBarOT 06Hapy>1ce}me (baKTOB HECAHKIIMOHHUPOBAHHOTO HapylmeHHUs I[€IOCTHOCTH UH-
Q)OpMaHHOHHOﬁ CHUCTEMBI U COIACPKAIIUXCS B HeHn nepCOHAIBHBIX MAaHHBIX, a TAK)XXE BO3MOX-
HOCTHh BOCCTAHOBJICHHUS HH(I)OpMaIII/IOHHOﬁ CHCTEMBI U COACPKAIMUXCS B HEH NEePCOHAITBHBIX
JaHHBIX.
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Mepsl 1o 06GecneyeHnIo JOCTYIIHOCTH NEePCOHATBHBIX JAHHBIX 00ECIeUHBAIOT aBTOPH30BaH-
HbIH JIOCTYII COTPY/HUKOB, IMEIONIMX [IPaBa M0 JOCTYIY, K IePCOHATBHBIM JaHHBIM, cozaep-
KAIMMCs B HHOPMALIMOHHOM CHCTEME, B ITATHOM PEXHUME ynxmonnpoBanus uHdGopMa-
LIHOHHOW CHCTEMBI.

Mepei no 3amute cpebl BUPTYaTH3aMy HCKITIOYAIOT HECaHKI[MOHMPOBAHHBIH JOCTYII K HIEp-
COHAJILHBIM IaHHEIM, 00pabaThiBa€MbIM B BUPTYaQIbHON HHPPACTPYKTYpE, M K KOMIOHEHTaM
BUPTYallbHOM WHQPACTPYKTYphl W (WiM) BO3NEHCTBHE HA HHX, B TOM YHCIE K cpeacTBaM
YHpaBIeHHs BUPTyallbHOH HH(PACTPYKTYpOH, MOHHTODY BHPTYalbHBIX MAIIHH (THIIEPBH-
30py), CHCTeMe XpaHEHHs NaHHBIX (BKJIIOYAs CHCTEMY XPaHEHHS 0Opas’oB BUPTYANbHOM WH-
(pacTpyKTypsI), CeTH Nepeady NaHHEIX Yepe3 IEMEHTHI BHPTYaJIbHOM WU (PU3UYECKOM UH-
(pacTpyKTYphl, FOCTEBEIM ONEPALMOHHBIM CHCTEMAM, BUPTYATbHBIM MAIIHHAM (xoHTelHE-
Pam), CHCTEME ¥ CeTH PEIUTMKALMH, TePMHHAIBHEIM U BHPTYAIbHEIM YCTPOHCTBAM, a TaKyKe
CHCTEME Pe3ePBHOI0 KOITMPOBAHHS U CO3/1aBAEMBIM €10 KOITHSIM.

Mepe! 110 3aimKTe TEXHHYECKHX CPEACTB HCKIIOYAIOT HECAHKIHOHHPOBAHHBIN JOCTYH K CTa-
[IHOHAPHBIM TEXHUYECKHM CPEACTBaM, 0OpabaThiBaIOIIMM IIE€PCOHANbHBIE JaHHBIE, CPEJl-
CTBaM, obecreynBarolmM HyHKIMOHHPOBAHHE MHMOPMALMOHHON CHCTEMBI (Janee - cpej-
CTBa obecreyeH st yHKIMORUPOBAHHS), K B IIOMELIEHAS, B KOTOPBIX OHH TIOCTOSHHO PACIIO-
JI0XKEHBL, 3alUTY TEXHUYECKUX CPEICTB OT BHEIIHMX BO3ACHCTBHI.

Mepsi 110 3aiuTe HHGOPMAMOHHOM CHCTEMBL, €€ CPEICTB, CHCTEM CBSI3H H IIepeiady JaHHbIX
00ecrIeYrBaIOT 3alUTy MEPCOHANBHBIX JAHHbIX DU B3AUMO/IEHCTBHM HH(POPMALHOHHOMH CH-
CTEMBI WM €€ OT/IE/IbHBIX CeTMEHTOB C MHBIMH HH()OPMAIIMOHHBIMU CHCTEMaMH B HH(OpPMa-
[HOHHO-TEIEKOMMYHHKAIIHOHHBIMA CETSAMHU IIOCPEJICTBOM IPHMEHEHHs apXHUTEKTYphl HH-
(opMaIHOHHOM CHCTEMBI U IPOEKTHBIX PEINeHHH, HaIPaBIeHHbIX Ha 0Gecredenne 6e30mac-
HOCTH NEPCOHAIBHBIX JAHHBIX.

Mepe! 110 BBISBIEHHIO HHIUICHTOB H PEarHpPOBAaHHIO Ha HHX 0GECIIEYHBAIOT OOHAPYKEHHE,
HICHTH(QUKAMIO, aHATTN3 HHIMIEHTOB B HHPOPMAIMOHHOM CHCTEME, a TaKKe IPHHATHE Mep
10 YCTPAHEHHIO U NPEAYNPEKICHHIO HHIHIEHTOB.

Mepsi 110 yripaBienHIO KOH(HTypanuel HHGOPMALMOHHOM CHCTEMBI M CHCTEMBI 3aIlIHTHI TIEp-
COHAJIbHBIX JAHHBIX 00ECIIEYHBAIOT YIIPaBJIeHHE H3MEHEHUAMH KOHQUTrypauu HHOopMaIu-
OHHOM CHCTEMBI U CHCTEMBI 3aIIUTHl NEPCOHANBHBIX JaHHBIX, AHAIN3 OTEHIUAIBHOTO BO3-
NEUCTBUS IUIAHUPYEMBIX H3MEHEHHUH Ha obecriedeHre 6€30MacHOCTH IIEPCOHAIBHBIX JaHHBIX,
a TaKXKe JOKyMEHTUPOBAHHUE ITUX H3MEHEHHIA.
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II1. JIucT o3HAKOMJICHHUS

C JOKYMCHTOM O3HAaKOMJICH, MaT€pHaJibl U3Y4YCHBI U IIOHSATHEL.
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